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Motivation

How does Internet data look like?
— On the wire
— In the chip

How can packets be processed?
— What is the advantage of hardware

Real world example: PRISM project
— Privacy for Internet monitoring
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PRISM application

PRIvacy-aware Secure Monitoring
— http://www.fp7-prism.eu/

— Europrean research project

o Austrian partner: FTW (Forschungs-
zentrum Telekommunikation Wien

Goals

— Monitor network traffic at ISP
e Detection of attacks

TP address

X :
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—E;tain privacy of user information (law)




PRISM architecture

Frontend

— Monitoring of
Internet traffic

Backend

— Storage of
encrypted data

— Interface to

NETWORK LINK:T

Front-end Traffic Prob

e
PRIVACY
PRESERVING

monitoring

O

Front-end application

support

‘ Front-end encryption ‘

CONTROLLER

PUBLIC
DOMAIN

OUTSOURCED
MONITORING
APPLICATION

applications

=

Semantic Middleware

Anonymization &
data processing
components

Internal monitoring applications
(over encrypted data)

Back-end Monitoring and Storage System
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PRISM frontend

Functionality Requirements
— Flow extraction — Throughput: 1 Gbps
« classification of packets — Per-packet basis
— normal | flow | anomaly . stateless
— Encryption

C*:O

Packet Packet p :
Capture IPaddr | proto =neryption
Module (symmetric)

Flow label Encryption key
— f=1f(p) —> K =PRF(S", )

—
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NetFPGA project

NetFPGA A

— FPGA board with 6NEl:FPElﬁ

4 Gigabit Ethernet ports

— Opensource HW & SW
» provided by Stanford Univ
— Applications
» Router, switch, traffic gen. £ .
* Network security
* Intrusion detection NetFPGA Board
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NetFPGA system

Host PC
— Linux PC

— Kernel-
mode driver

e 4 additional
network interfaces

PCI interface
— Network traffic

PC with NetFPGA

—ﬂagement of NetFPGA
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NetFPGA Where to get?

Hardware

— From Digilent
— 600 US$ for research inst.
— http://www.digilentinc.com/

. lilG il izf @ # | http:/Awww.netfpga.org/ LE ".' Google

W e DB | eteswwdigientin. com/Products/Detail.chmiProd=NETFPGA&Na —Product = | | 4 Google

Software / HDL

— From Stanford
University

— http://netfpga.orqg/

| 45

NetFPEH Home Applications Events Wiki Forums About

+New Products
+FPGA Boards
+Microcontroller Boards
+Pmods™
+Microchip® Toals
+PSoC Kits

+Software

+Textbooks
+Mechatronics
+Add-On Boards
+Accessories
+Cables & Connectors
+Discontinued

Academic Kits
Enter Value Code:

Classroom | Services | Showcase | About Us I My Cart ey
8 NetFPGA $1T199.00 Add to Cart
$599.00 (Academic) g
Shipping
immediately
Hide Details
ic: Xilinx Virtex-Il Pro (53,136 Logic Cells)
Connector(s): Four RJ45 network ports
The NetFPGA platform enables researchers and instructors to build working
e W prototypes of high-speed. hardware-accelerated networking systems. The
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Network Interface Card

Hardware Accelerated
Linux Router

IPv4 Reference Router

Traffic Generator

Openflow Switch

AWK Boards Purchased

More Projects

*@zﬂﬂl

mm  Add Your Project
The NetFPGA is:

a line-rate, flexible, and open platform for research, and classroom
experimentation. More than 1,000 NetFPGA systems have been deployed at over
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NetFPGA architecture

NetFPGA components

Xilinx Virtex-2 Pro FPGA
for User Logic

Xilinx Spartan
for PCI Host Interface

Cypress: 2 * 2.25 MB
ZBT SRAM

Micron: 64MB
DDR2 DRAM

Broadcom:
4 Gigabit Ethernet PHYs

FPGA (Xilinx Virtex-Il Pro)

— Accommodates own project

saoepalU| 18uIayIg 1gebio Ino4

— FPGA configured via PCI bus

X

NetFPGA platform
V2-Pro50 FPGA w/ infrastructure (;,U) B
= = >
—2o| IEo S =
° KMo m T«
< O 2| | [ERr 1" Your hardware specified Soo
< >T @ > @ . . .00 &
< m O Ml |« inVerilog source code > I;\U) %
= 1. connected to components <
< > O ——% ® "= of the Reference Router 0 -
<M | [0 Ml <« gircuitsand cores. 22
= = 0
< :E @ ——% (@) *I’_.
< m OMefl <
FIFO —'—I 2 e
r_| G) <
packet CI:ontrrfoI, PCI T
buffers nte_ ace
Host Linux OS - NetFPGA Kernel driver |
computer

| User-defined software networking applications |

109UuU02.i3lu| pJeog-pieog
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Where hardware meets software

Internet on Chip




Gigabit Ethernet

Packet switching network

OSI Schichtmodell
— TCP/IP: Transmission Control Protocol
» Transport-Layer (Layer 4)
» Gesicherte Datenverbindung
— IP: Internet Protocol

» Network-Layer (Layer 3) Anwendung | FTP | |HTTP| |SMTP| | DHCP
« Datenvermittlung im Internet
— Ethernet (IEEE 802.3) Transport TCP UDP

» Data-Link Layer (OSI Layer 2)

— Sicherung “ ARP

* Physical Layer (OSI Layer 1)

Interfaces: GMII for PHY
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Ethernet frames

Protocol / Packet / Frame Ethernet Frame (ctd)
— Protocol: standard for — Source and target address
communication + 48-Bit MAC-Address
— Packet: Part of data  Unique for every NIC
— Frame: Packet in transmission — Manufaqeturer pefix
* Do not mix up with IP address
Ethernet Frame _ Paket-Typ
— Preamble . 2.B. 0x0800: IP
» 56 Bit: alternating O und 1 —  Prifsumme
« For Synchronization « CRC
— SFD
o Start of Frame Delimiter
Praambel (@ Zieladresse | Quelladr.
AAAAAAAAAAAAAAAB 00|00/00|00|08|00
IP
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Ethernet MAC

FIFO: First in — First out
— Buffering of network data

MAC: Media access control
— Controls access to PHY
— Framing of packets
— CRC Checksum

PHY: Physical layer

— Electric standard
— Encoding of signals

Base-T GbE: 4 twisted pairs ()

Foto ©
Realtek

PN

[
NIC

FIFO FIFO

yd Face
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Ethernet packets: Wireshark

[l Realtek Pcte GBE Famiy Contraller; Capturing - Wircshark)

Eile Edit View Go Capture Analyze 5Statistics Telephonz Tools Help
Bl e e gelaeraTIEEQAQQAD #BD % B

Filter: ~ Expression.. Clear Apply

Source Destination Protocol Info

No. . Time

63620
63621

Seq=220 Ack=711 Win=7090 Len=0
Seq=284 Ack=636 Win=6974 Len=0

[ack]
LBCK]

6.145878 194.232.105.164 192.168. 2. TCP http >
6.146116 194.232.105.164 192.168.2.128 TCp http >

Destination prt 52083
ACK] 5eg=9572 Ack=1198 win=8276 Len=0

UDP Source prt 38060
TCP http = 63617 [FIN,

168.
168.

192,
192.

88.167.9.172
194.232.104.29

15. 585956
16.000572

194.232.104. 29 TCP http > 63619 [FIN, ACK] Seq=1184 Ack=590 Win=7020 Len=0

16. 006583 192.168. 2

0 16. 006837 104.232.104.29 192.168. TCP http > 63618 [FIN, ACK] 5eq=7030 ACK=597 Win=7032 Len=0

16.105238 104,232,104, 29 102,.168.2.128 TCP http > 63617 [ACK] 56g=89573 Ack=1199 Win=8276 Len=0

m

.111555 194.232.104. 29 192.168.2.128 TCP http > 63619 [ACK] Seq=1185 Ack=591 win=7020 Len=0
77 16.112731 194.232.104.29 192.168.2.128 TCP http > 63618 [ACK] Seq=7031 Ack=598 Win=7032 Len=0

Frame 1 (153 bytes on wire, 153 bytes captured) 5
Ethernet II, src: AsustekC_a5:%e:ef (00:26:18:a35:9e:e9), Dst: IPvemcast_00:01:00:02 (33:33:00:01:00:02)
@ pestination: IPvemcast_00:01:00:02 (33:33:00:01:00:02)
@ Source: AsustekC_a5:%e:e9 (00:26:18:a5:9%e:e9)
Type: IPve (Ox8&6dd)
+ Internet Protocol Version &

0000
0010
0020
0030
0040
0050
0060
0070
0080
0090

e

nm

Profile: Default

\/'V SHEs Al UVVdA cC UTtvwdadl € C cl U J

0 Frame (frame), 153 bytes

Packets: 77 Displayed: 77 Marked: 0




Ethernet packets in NetFPGA

==i=n=n=

MAC || CPU [{ MAC {| CPU || MAC
X RxQ || RxQ X

GMII: Gigabit media

InputArbiter

Independent interface :

Output Port Lookup

— connects to the PHY
- JEFEEEE
— 8-bit interface; 125 MHz

user data_path interface

- - 63 data 0 ctrl
— 64-bit interface, 100 11
125 MHz 0xFF=b00000000
0xFF=b00000000
— FIFO handshake = 0xFF=b00000000
payload OxFF=b00000000

OxfF=b00000000

0x20=b00100000
Internet on Chip 14
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FPGA

Field programmable gate array (FPGA)
— Manufactured digital hardware

— Configurable hardware resources (CLB)

« Lookup-table based logic
i i

 Flipflop for data storage

CLB CLB

— Memory resources —

* block ram, distributed RAM

— Programmable interconnect CLB CLB

yFace Where hardware meets software
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FPGA: Xilinx Virtex-Il Pro

NetFPGA
— Xilinx Virtex-Il Pro 50 o0

EF1517CGB0403

D12793044
CLB (1 =4 slices =
RocketlO PowerPC - 18 X 18 Bit e —— Maximum
Transceiver | Processor Logic Max Distr | Multiplier | 18 Kb | Max Block User
Device(l) Blocks Blocks Cellsi2) | Slices | RAM (Kb) Blocks Blocks | RAM (Kb) | DCMs | VO Pads
XCavp2 4 ] 3,168 1,408 44 12 12 216 4 204
XC2VP4 4 1 6,768 3.008 94 28 28 504 4 348
XC2VPT 8 1 11,088 4,928 154 44 44 792 4 396
XC2VP20 8 2 20,880 9.280 290 88 88 1,584 8 54
XC2VPX20 a4 1 22,032 9,792 308 88 88 1,584 a8 kB2
XC2VP30 8 2 308186 13,696 428 138 136 2,448 8 644
XC2VP40 0131, 8, or12 2 43832 19,392 BOB 192 192 3,458 a8 804
XC2VPE0 0¥ or1g 2 53,138 | 23616 738 232 232 4178 a 852
XC2VPT0 16 or 20 2 74,448 33,088 1,034 328 328 5,904 8 996
XC2VPX70 2014 2 74,448 33,088 1.034 308 308 £ Ed4 8 992
XC2VP100 03 or 20 2 99,216 44,098 1,378 444 444 7,802 12 1,164

)y Face Where hardware meets software Internet on Chip 16




Design methodology

Top down design

— Informal specification
— High-level model: C/C++, Java

— HDL simulation
— Synthesis, place & route

No hardware debugging

— Sufficient testing of HDL model

Time

Definition

High
Level M.

Partition

RTL

yFace Where hardware meets software

Circuit
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Design tools: high lev

High-level model:
C/C++

— Functional mod
— Performance

not importarfif_tg
Evaluation of
algorithms =

el

vold enckevyshare::encryptPay
f fdbg cout <<
pavloadByte t

[T%]

"Encrypting
dil[ethe
unsigned int dillen = di
Cutput
dout.addPayload(_key5tor
printHex({ keyStore[IV],
Padding of
din.getPavyloadBytes (dil,
f/dbg rintHex (dil,

un=signed int blocks

input data

" loa

L

printHex({dil, "en

Fa=T

[

AFE5-128

%]

encryptio
_aesChc.StartEncryption |

;%]
=

;%]
%]

_aesChe.Encrypt (dil, dol

=
(4]

3]

_aesChe.getIV(_kevitore]|
dout .addPavyload{dol, blo

%]

;%]

yFace Where hardware meets software

el

Statu=s of enckeyshare

EncKeyshare Unit

KEY15= 0=x00000000000000000000000000000000
enc-5%%*= KEY25= 0x00000000000000000000000000000000

enc—5%

enc-AES IV = 0x00000000000000000000000000000000
enc—-ADF RAND = O0x00000000000000000000000000000000
enc—-COEFFS = ox0
enc-XCOCRD = O=0

- Input packet

eth-HMACdest 01:02:03:04:05:06

eth-MACsrc aa:bb:cc:idd:ee:ff

0800 [LF)

eth-Payload = 4500002eb3fe000080110540c0a8002c
c0aB000404000400001a22de800010203
0405060708090a0b0c0d0e0£f1011

eth-ETHtype =

eth-CRC32 = abl8T387 (Verified)
enckeyshare processes Packet packet:
Cutput packet -
! eth-MACdest = 01:02:03:04:05:06
eth-MACsrc = aa:bb:cc:dd:ee:ff
eth-ETHCcype = 0800 (IF)

eth-Payload 4500002eb3fe000080110540c0a8002c
c0a8000404000400001a2de800010203
0405060708090a0b0c0d0e0f1011
eth-CRC32 abl8T387

(Verified)

Passed.
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Design tools: Verilog

Modelling of digital hardware
— Hardware description language (HDL): Verilog

I% as=ign {=sbvte[ 1.sbvte] ]1.sbyte] ] .2bvyte]| in wr_data =l
sbyte[ 7]1.,sbyte[ ©],sbyte[ :5]1,sbvte] St;tef-’-lllzl] i
{mixcol[2] mixcol[Z] mixcol[l] mixcc in_key[127:0] =F

|%| assign state = {sbyte[lZ].,sbyte[l4].,.3bvte] in_data[127:0] =l

sbyte[ 7].,sbyte[ &],sbyte[ ]

in_wr_iv=
in_iw[127:0] =
always @ (posedge clk or posedge reset) begir ront[3:0] =
E if (reset) begin cO_rlast =[
rlascFF <= 0; 19-Ch BRI T+ FT+ T+ /5C+ 0B+ 04+ 'ES+ /EC+ /CF+ TE+ /TD+ 107+ 173

out WrEF <= O; state[127.0] =t | PO e T TE+ /I7+ SRF+ IG5+

end else begin // posedge clk out_datal127:0] = | FEGENEE GBS ERER E T i
if (rlastFF) dataout <= state; out _wr =[
rlastFF <= rlast: out_ack =
out WrFF <= out WwrFF && ~out ack || rlas in_key[127.0] =
- end _ posedge clk B k[127:0] =
-end // always in_ack=l
in_wr =l
cnt[3:0] =

)4 Face
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PRISM: Crypto hardware
B

S*K3~ ‘
*
anom

ska) oK

G Shamir y
191

+ \AESCl

#COEFFS
Management )

interface

S*K1,
S*K3,
SHK1(ti),

padding,

0x0101..01
 0x0303..03

in, data - giig
ADPprf,
PRISM frontend — enckeyshare =
6 6 2..16 .16 6 6 2 6. . 16
dest source  typ t; R » dest source typ ADP,.=rnd

0x0191: tflow nor!
16 n*16

AES-128 CBC

Where hardware meets software Internet on Chip 20

0x9180: flow normal
0x9181.:: flow-anomaky

Set . i cap
setiD Length timestamp oal xff L ength |P data




Design tools: Verification

HDL simulator

User_data_path.v

Textual output

0.000000 192.168.0.44 -> 192.168.0.4
0000 00 10 a4 7b ea 80 00 12 34 56 78 90 08 00 45 00
0010 00 2e b3 fe 00 00 80 11 05 40 cO a8 00 2c cO a8

0020 00 04 04 00 04 00 00 la 2d e8 00 01 02 03 04 05
S ar 0030 06 07 08 09 Oa Ob Oc Od Oe Of 10 11

0.000016 192.168.0.44 -> 192.168.0.4
0000 00 10 a4 7b ea 80 00 12 34 56 78 90 08 00 45 00
0010 00 2e b3 fe 00 00 80 11 05 40 cO a8 00 2c cO a8

yd Face

NetFPGA card

0020 00 04 04 00 04 00 00 la 2d e8 00 01 02 03 04 05
0030 06 07 08 09 Oa Ob Oc Od Oe Of 10 11 aa

Waveform viewer

7 fodzcesreoooot

in_data 1[63:0] =
in_ctrl 1[7:0] =t
in wr 1=
in_rdy 1=

_data_128[127:0] =
t_ctrl 128[15:0) =
ethext wr_128=(
ethext_rdy 128=1
_data_hdr[175:0] =
ethext_wr_hdr=
ethext_rdy_hdr=i

ctrl[23:0] =/ | goFF

full[2:0] =1 |oIL
state[2:0] =
in WrFF=(

HDL simulation

Where hardware meets software
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Conclusions

Gigabit Ethernet and digital hardware
— Can be done with FPGAs
— Hardware and Software nearly affordable

Results
— 1 Gigabit Ethernet encryption: AES-128 CBC
— Computation of Shamir keyshares

Feature Value Remark
BRAM 18 {of 232: 7%) two AES cores {c0, cl1) and one round-key generator
slices 3749 (of 23616: 15%) mostly caused by Shamir unit {191*16 multiplier)
f_max 165.4 @ MHz ®ST synthesis result
Throughput 1 GBit/s maximum throughput @ f_clk=125 MHz
Latency 75 cycles (600 ns) delay caused by enckeyshare; required interframe gap

yd Face
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