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Motivation

How does Internet data look like?
– On the wire
– In the chip

How can packets be processed?
– What is the advantage of hardware

Real world example: PRISM project
– Privacy for Internet monitoring
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PRISM application

PRIvacy-aware Secure Monitoring
– http://www.fp7-prism.eu/
– Europrean research project

• Austrian partner: FTW (Forschungs-
zentrum Telekommunikation Wien

Goals
– Monitor network traffic at ISP

• Detection of attacks
– Maintain privacy of user information (law)

• e.g. IP address
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PRISM architecture

Frontend 
– Monitoring of 

Internet traffic
Backend

– Storage of 
encrypted data

– interface to 
monitoring 
applications
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PRISM frontend

Functionality
– Flow extraction

• classification of packets
– normal | flow | anomaly

– Encryption

Requirements
– Throughput: 1 Gbps
– Per-packet basis

• stateless
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NetFPGA project

NetFPGA
– FPGA board with 

4 Gigabit Ethernet ports
– Opensource HW & SW

• provided by Stanford University
– Applications

• Router, switch, traffic gen.
• Network security
• Intrusion detection
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PC with NetFPGA

NetFPGA system

Host PC
– Linux PC
– Kernel-

mode driver
• 4 additional 

network interfaces

PCI interface
– Network traffic
– Management of NetFPGA
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NetFPGA Where to get?

Hardware
– From Digilent
– 600 US$ for research inst.
– http://www.digilentinc.com/

Software / HDL
– From Stanford 

University
– http://netfpga.org/
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NetFPGA architecture
NetFPGA components

– Xilinx Virtex-2 Pro FPGA 
for User Logic

– Xilinx Spartan 
for PCI Host Interface 

– Cypress: 2 * 2.25 MB 
ZBT SRAM

– Micron: 64MB 
DDR2 DRAM  

– Broadcom: 
4 Gigabit Ethernet PHYs

FPGA (Xilinx Virtex-II Pro)
– Accommodates own project
– FPGA configured via PCI bus
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NetFPGA platform
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Gigabit Ethernet
Packet switching network
OSI Schichtmodell

– TCP/IP: Transmission Control Protocol
• Transport-Layer (Layer 4)
• Gesicherte Datenverbindung

– IP: Internet Protocol 
• Network-Layer (Layer 3)
• Datenvermittlung im Internet

– Ethernet (IEEE 802.3)
• Data-Link Layer (OSI Layer 2)

– Sicherung
• Physical Layer (OSI Layer 1)

– Bitübertragung

Interfaces: GMII for PHY
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Ethernet frames
Protocol / Packet / Frame

– Protocol: standard for
communication

– Packet: Part of data
– Frame: Packet in transmission

Ethernet Frame 
– Preamble

• 56 Bit: alternating 0 und 1
• For Synchronization

– SFD
• Start of Frame Delimiter

Ethernet Frame (ctd)
– Source and target address

• 48-Bit MAC-Address
• Unique for every NIC

– Manufaqcturer pefix
• Do not mix up with IP address

– Paket-Typ
• z.B. 0x0800: IP

– Prüfsumme
• CRC
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Ethernet MAC

FIFO: First in – First out
– Buffering of network data

MAC: Media access control
– Controls access to PHY
– Framing of packets
– CRC Checksum

PHY: Physical layer
– Electric standard
– Encoding of signals
– 1000 Base-T GbE: 4 twisted pairs
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Ethernet packets: Wireshark
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Ethernet packets in NetFPGA

GMII: Gigabit media 
independent interface
– connects to the PHY
– 8-bit interface; 125 MHz

user_data_path interface
– 64-bit interface, 

125 MHz
– FIFO handshake
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FPGA

Field programmable gate array (FPGA)
– Manufactured digital hardware
– Configurable hardware resources (CLB)

• Lookup-table based logic
• Flipflop for data storage

– Memory resources
• block ram, distributed RAM

– Programmable interconnect
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FPGA: Xilinx Virtex-II Pro

NetFPGA
– Xilinx Virtex-II Pro 50
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Design methodology

Top down design
– Informal specification
– High-level model: C/C++, Java
– HDL simulation
– Synthesis, place & route

No hardware debugging
– Sufficient testing of HDL model
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Design tools: high level

High-level model: 
C/C++
– Functional model
– Performance 

not important
– Evaluation of 

algorithms
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Design tools: Verilog

Modelling of digital hardware 
– Hardware description language (HDL): Verilog
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PRISM: Crypto hardware
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Design tools: Verification
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HDL simulationNetFPGA card

Packets
.k12

text2pcap
Sim
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Textual output

0.00000 0 192. 168.0.44 -> 192.168.0.4
0000  00 10 a4 7b ea 80 00 12 34 56 78 90 08 00 45 00
0010  00 2e b3 fe 00 00 80 11 05 40 c0 a8 00 2c c0 a8
0020  00 04 04 00 04 00 00 1a 2d e8 00 01 02 03 04 05
0030  06 07 08 09 0a 0b 0c 0d 0e 0f 10 11

0.00001 6 192. 168.0.44 -> 192.168.0.4
0000  00 10 a4 7b ea 80 00 12 34 56 78 90 08 00 45 00
0010  00 2e b3 fe 00 00 80 11 05 40 c0 a8 00 2c c0 a8
0020  00 04 04 00 04 00 00 1a 2d e8 00 01 02 03 04 05
0030  06 07 08 09 0a 0b 0c 0d 0e 0f 10 11 aa
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Conclusions

Gigabit Ethernet and digital hardware 
– Can be done with FPGAs
– Hardware and Software nearly affordable

Results
– 1 Gigabit Ethernet encryption: AES-128 CBC
– Computation of Shamir keyshares
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